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Cybersecurity

Background
Bio-Rad management is aware of customer 
concerns related to Cybersecurity regulations while 
using connected medical devices. We at Bio-Rad 
are committed to supporting these customer needs. 

We have established a Product Cybersecurity Center 
of Excellence (PC-CoE) to manage and lead all 
aspects of Bio-Rad’s product Cybersecurity program 
that include development and deployment of:

n	 Cybersecurity by design 
n	 Cybersecurity risk management 
n	 Patch Management
n	 Incident Management 
n	 Third party software solutions 

Bio-Rad management is committed to developing 
instruments and software solutions that help 
facilitate best practices around Cybersecurity. 

Cybersecurity by Design
We have added Cybersecurity related activities 
to our software development lifecycle (SDLC). 
Bio-Rad’s Cybersecurity measures are integrated 
into each stage of Bio-Rad’s SDLC to assure that 
Cybersecurity requirements are met by design.

We also realize that in addition to processes and 
technology, employee awareness is key to achieving 
a culture that is sensitive to Cybersecurity issues. 
To this end, we have implemented Cybersecurity 
training for our R&D and customer facing 
employees.

Cybersecurity risk management
Cybersecurity risk management involves identifying 
instrument risks and vulnerabilities and applying 
administrative actions and comprehensive solutions 
(home-grown or third-party) to make sure the 
instrument is adequately protected.

Bio-Rad adopted practices, that align to NIST 
framework (consists of standards, guidelines, and 
best practices) to manage Cybersecurity-related 
risks.  These practices help promote the protection 
and resilience of the instrument. 

Patch Management
In the Diagnostics industry, computer-controlled 
instruments and software products are potentially 
susceptible to Cybersecurity threats. This is true 
for Bio-Rad also. We will continue to address 
these issues with timely Cybersecurity updates 
(“patches”). Many of these updates are urgent. The 
objective of the Patch Management procedure is to 
define the process for:

n	� Evaluating Cybersecurity updates that may apply 
to Bio-Rad products

n	� Installing Cybersecurity updates to protect Bio-Rad 
products at customer sites

The process supports both, regular and urgent (per 
incident) Cybersecurity threats.
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Third party software solutions 
To protect Bio-Rad’s equipment and to ensure its continued 
integrity and safe result delivery Bio-Rad does not permit any 
unauthorized third party software installation by the customer 
(e.g., anti-virus, system patches, firewalls, etc.). Unauthorized 
modifications to Bio-Rad instrument could change the regulatory 
status of the device and cancel customer’s warranty. Any 
abnormal behavior of Bio-Rad solution which is a result of 
such modification is not covered under Bio-Rad’s service 
agreements. Such modifications can affect the performance or 
safety of the device in unpredictable ways. Therefore Bio-Rad 
is not responsible for instrument that has been subject to such 
modification.

Bio-Rad is continuously evaluating and examining its products to 
ensure that they continuously accommodate Cybersecurity needs 
as the market and risks keep changing and evolving.  This is an 
on-going effort and we are open to discuss Cybersecurity issues 
with clients – our true partners – in order to meet their evolving 
needs and for facing the Cybersecurity frontier together.

Incident Management
Bio-Rad’s BRiCare solution continuously monitors software and 
hardware behavior of Bio-Rad’s instruments used by customers. 
The received information and alerts help identify Cybersecurity 
threats and incidents. BRiCare, in addition to monitoring, can also 
provide remote support and immediate remediation when such 
need arises. 


